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g'CHECK ront Check Point Certified Automation Specialist (CCAS)
R81.20 (includes 1 month's lab access 24/7)

CODE: LENGTH: PRICE:

CKT_CCAS_R81.20 16 Hours (2days)  £1,595.00

Description

Gain the knowledge and skills to effectively implement automation and orchestration technologies in a Check Point security
environment.

Objectives

* Define and explain the benefits of automation and orchestration.

* Discuss technologies used for automation and orchestration, such as scripts and APls.

* Discuss the basic components of the Check Point APl infrastructure and how these components interact to provide security
automation and orchestration.

* Given a scenario, prepare the Check Point environment for AP| operations.

* Describe the basic workflow for Management APl command usage.

* Identify the supported automation tools for Management APl commands.

« Given a scenario, use the appropriate automation tool to run Management APl commands.

* Describe the basic workflow for Gaia APl command usage.

« Identify the supported automation tools for Gaia AP| commands.

* Given a scenario, use the appropriate automation tool to run Gaia API commands.

* List best practices and guidelines for Management and Gaia APls.

* Identify the benefits of using the JSON argument (--format json) with Management APl commands.
* Give examples of how to use the jq utility to filter Management API output.

* Identify the prerequisites for using Postman for Check Point Web API calls.

* Describe the basic workflow for using Postman to send Check Point Web API calls.

* Given a scenario, configure and use Postman to send Web APl commands.

Exercises:

* Use scripts to deploy a Security Management Server.

* Deploy a Security Gateway using the Blink utility.

» Use best practices to prepare the security environment for APl usage.

* Use internal and external tools to automate object and policy creation and modification.

» Automate the creation and installation of the security policy.

» Automate the connection of the Security Gateway.

» Automate adjustments to Check Point Server Configuration with the Gaia API.

* Use the Management API and the Gaia API to add resources,modify object settings, and perform maintenance tasks.
» Use JSON scripts and jq to view objects and monitor performance.

Audience
This Specialist-level course is designed for Security Professionals who want to gain practical knowledge and skills using

automation and orchestration technologies to streamline and improve Check Point security management and operations.

Prerequisites

¢ Working knowledge of Unix-like and/or Windows operating systems, networking fundamentals, networking security, TCP/IP
networking, Bash scripting, and vi editor.

e Other prerequisites that are strongly encouraged include knowledge of Check Point security (CCSA and CCSE)and a
minimum of six months practical experience with Check Point security solutions.
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Programme

Introduction to automation and orchestration
Introduction to Check Point APls
Management API

Gaia API

Best practices and guidelines

JSON and jq

Postman

Follow on courses

Attend two Infinity Specialization courses and pass their exams to automatically become a Check Point Certified Security Master
(CCSM).

Attend four Infinity Specialization courses and pass their exams to automatically become a Check Point Certified Security Master
Elite (CCSM Elite).

Check Point Certified Endpoint Specialist (CCES)
Check Point Certified Troubleshooting Administrator (CCTA)

Check Point Certified Cloud Specialist (CCCS)
Check Point Certified MDSM Specialist (CCMS)
Check Point Certified VSX Specialist (CCVS)

Check Point Certified Troubleshooting Expert (CCTE)

Check Point Certified Maestro Expert (CCME)
Check Point Certified Cloud Network Security Expert for AWS (CNSE-AWS

Check Point Certified Cloud Network Security Expert for Azure (CNSE-AZURE

Test and Certification

Prepare for exams #156-521 at www.VUE.com/checkpoint
Exam vouchers are available at an additional cost from educationteam.ecs.uk@arrow.com (0870 251 1000)
Full information on Check Point’s Certification Program can be viewed at https://www.checkpoint.com/downloads/training/check-

point-certification-faq.pdf

Further Information

Please note that Check Point only offer e-kit courseware for training courses. Each delegate will be provided with an official set of e-
kit courseware.

Arrow ECS are a Check Point Platinum Elite Authorised Training Company (ATC) Partner and participate in the Check Point
Learning Credits (CLCs) and Partner Coop Training Program.

Session Dates

Date Location Time Zone Language Type Guaranteed PRICE
02 Feb 2026 Virtual Classroom GMT English Instructor Led Online £1595-00
£1,435.50
16 Mar 2026 Virtual Classroom GMT English Instructor Led Online £1,595.00
16 Apr 2026 Virtual Classroom BST English Instructor Led Online £1,595.00
18 May 2026 Virtual Classroom BST English Instructor Led Online £1,595.00
18 Jun 2026 Virtual Classroom BST English Instructor Led Online £1,595.00
15 Jul 2026 Virtual Classroom BST English Instructor Led Online £1,595.00
21 Sep 2026 Virtual Classroom BST English Instructor Led Online £1,595.00
29 Oct 2026 Virtual Classroom GMT English Instructor Led Online £1,595.00
03 Dec 2026 Virtual Classroom GMT English Instructor Led Online £1,595.00
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https://edu.arrow.com/uk/trainings/open/check-point/316/trainings-list/t_blank
https://edu.arrow.com/uk/trainings/open/check-point/316/trainings-list/t_blank
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fedu.arrow.com%2Fuk%2Ftrainings%2Fopen%2Fcheck-point-certified-endpoint-specialist--cces--r80-x%2F409798%2Ftraining-sheet&data=04%7C01%7Cashley.mcdowell%40arrow.com%7C8465ea7b8a784c469d0b08d89240005c%7C0beb0c359cbb4feb99e5589e415c7944%7C1%7C0%7C637420150899697404%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=PP647t8jyaWWUq%2BVjrh%2FnOkTwqYLCaEC4ce0DHafXxw%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fedu.arrow.com%2Fuk%2Ftrainings%2Fopen%2Fcheck-point-certified-troubleshooting-administrator--ccta--r80-x%2F410116%2Ftraining-sheet&data=04%7C01%7Cashley.mcdowell%40arrow.com%7C8465ea7b8a784c469d0b08d89240005c%7C0beb0c359cbb4feb99e5589e415c7944%7C1%7C0%7C637420150899707358%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=zmY5R2dommBfwOK28MzeM%2BatHtDhs0ABv0fMJruzpfg%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fedu.arrow.com%2Fuk%2Ftrainings%2Fopen%2Fcheck-point-certified-cloud-specialist--cccs--r80-x%2F409921%2Ftraining-sheet&data=04%7C01%7Cashley.mcdowell%40arrow.com%7C8465ea7b8a784c469d0b08d89240005c%7C0beb0c359cbb4feb99e5589e415c7944%7C1%7C0%7C637420150899717315%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=fOnCTEZL3QmEH1Lu%2FNnOaf5ZxVxsIDRh79y%2FKFgR3Fs%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fedu.arrow.com%2Fuk%2Ftrainings%2Fopen%2Fcheck-point-multi-domain-security-management-specialist--ccms--r80-x%2F409982%2Ftraining-sheet&data=04%7C01%7Cashley.mcdowell%40arrow.com%7C8465ea7b8a784c469d0b08d89240005c%7C0beb0c359cbb4feb99e5589e415c7944%7C1%7C0%7C637420150899717315%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=sqyWCnvdbDYc0bGiaBfiXp3aP7KHpA8%2F5jlUNdiPn9A%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fedu.arrow.com%2Fuk%2Ftrainings%2Fopen%2Fcheck-point-certified-virtual-system-extension--vsx--specialist--ccvs--r80-x%2F410018%2Ftraining-sheet&data=04%7C01%7Cashley.mcdowell%40arrow.com%7C8465ea7b8a784c469d0b08d89240005c%7C0beb0c359cbb4feb99e5589e415c7944%7C1%7C0%7C637420150899727272%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=DlzxasNDGKhrfjIAqbnutjDjE39eyVpQBZ9%2F8uLsW1w%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fedu.arrow.com%2Fuk%2Ftrainings%2Fopen%2Fcheck-point-certified-troubleshooting-expert--ccte--on-r80-x%2F410117%2Ftraining-sheet&data=04%7C01%7Cashley.mcdowell%40arrow.com%7C8465ea7b8a784c469d0b08d89240005c%7C0beb0c359cbb4feb99e5589e415c7944%7C1%7C0%7C637420150899727272%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=lxatVTkdfsa7gkdNLC7rp2TY19kjH98XkYZLABzQIHg%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fedu.arrow.com%2Fuk%2Ftrainings%2Fopen%2Fcheck-point-certified-maestro-expert--ccme--r80-x%2F410136%2Ftraining-sheet&data=04%7C01%7Cashley.mcdowell%40arrow.com%7C8465ea7b8a784c469d0b08d89240005c%7C0beb0c359cbb4feb99e5589e415c7944%7C1%7C0%7C637420150899737224%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=eHSqd4ZZ6dWJQZcFQlx9udAEBBGvsLUsNBe3Sme9US4%3D&reserved=0
https://edu.arrow.com/uk/training/course-detail/50058/Check-Point-Certified-Cloud-Network-Security-Expert-for-AWS-(CNSE-AWS)-R81.X/False
https://edu.arrow.com/uk/training/course-detail/50059/Check-Point-Certified-Cloud-Network-Security-Expert-for-Azure-(CNSE-AZURE)-R81.X/False
http://www.vue.com/checkpoint
https://edu.arrow.com/
https://www.checkpoint.com/downloads/training/check-point-certification-faq.pdf

Additional Information

This training is also available as onsite training. Please contact us to find out more.
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