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rorcepoint  Forcepoint Secure SD-WAN Administrator — 3 days

CODE: LENGTH: PRICE:

FPT_SDWAN-ADMIN 24 Hours (3 days) £975.00

Description

In this hands-on virtual instructor-led training (VILT) course, you will learn how to install, configure, administer, and support
Forcepoint Secure SD-WAN. Through instructional content, demonstrations, and hands-on lab practice exercises, you will learn the
requirements and recommendations to successfully deploy the product in a variety of network environments. You will also develop
expertise in creating security rules and policies, managing users and authentication, configuring VPNs, traffic deep inspection, and
performing common administration tasks including status monitoring and reporting.

This virtual instructor-led training includes live instructor sessions and adds a hands-on lab environment to enable attendees to
practice what they have learned.

The course culminates with a certification exam, allowing participants to demonstrate their understanding and earn the Forcepoint
Secure SD-WAN Administrator Certification.

Objectives

Access the virtual training environment, class materials and lab environment.
Identify the components of the SMC and their roles.

Administer the SMC components and use them to manage and monitor SD-WAN Engines.
Configure security policies and access control.

Configure network address translation.

Implement deep inspection through policies and templates.

Implement alerting and notification.

Manage users and authentication.

Configure an SSL VPN portal.

Configure a site-to-site SD-WAN.

Manage log collection and storage.

Utilize monitoring, statistics, and reporting.

Employ policy management tools.

Generate diagnostic reports for troubleshooting.

Integrate SD-WAN with other Forcepoint solutions.

Perform basic troubleshooting of SD-WAN.

Install a single Engine

Audience

New and existing customers of Forcepoint Secure SD-WAN
System Administrators, Network Administrators, IT staff
Sales Engineers, Consultants, Implementation Specialists
Forcepoint channel partners and IT staff

Forcepoint Secure SD-WAN end users

Prerequisites

e General understanding of system administration and Internet services
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¢ Basic knowledge of networking and computer security concepts

Programme
Module 0: Introducing the Course

¢ [ntroduction to the virtual training environment.

Module 1: Exploring the Engine

List the benefits and differentiators of Secure SD-WAN.
Describe the Secure SD-WAN Engine and appliances.
Differentiate between virtual Engines and virtual appliances.
Describe at least one of the installation methods.

List the four common Secure SD-WAN deployments.

Module 2: Reviewing the Secure SD-WAN Manager Console (SMC)

Describe the Secure SD-WAN Manager console and its key features.
Describe the Secure SD-WAN system architecture.

Identify the ports used for communication between the SMC components.
Explain the use of locations and contact addresses.

Explain the use of SMC Domains.

Module 3: Getting Started with the Secure SD-WAN Manager Console (SMC)

Describe the management client and how it works.
Create system backups.

Describe the SMC high availability options.
Configure the SMC Administrator Access.

Apply configuration to Secure SD-WAN Engines.
Describe how logs work.

Module 4: Reviewing Policies and Templates

¢ Describe the types of Engine policies.

¢ Define Engine policy templates.

¢ Create an Engine policy hierarchy.

¢ Describe the benefits of aliases and continue rules.

Module 5: Configuring Access and NAT Rules

Explain how traffic is matched in access rules.

Explain the different types of access rules.

Describe the actions for processing traffic in access rules.
Explain the different types of NAT.

Configure NAT rules.

Module 6: Introducing Traffic Inspection

Explain the difference between a service, service with protocol, and proxy.
Explain the enhanced access control methods.

Explain different ways to control applications.

List the detection methods used in the Engine Inspection.

Describe advanced evasion techniques (AETs) and normalization.
Describe TLS Inspection.

Configure Snort inspection on Engine.

Module 7: Setting up Inspection Policies

e Explain how to send traffic for deep packet inspection.

List the Forcepoint and third-party products that integrate with Forcepoint Engine.
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Describe Forcepoint Engine situations and how to use them.
Define the different types of rules in the inspection policy.
Tune an inspection policy.

Module 8: Detecting Malware and Filtering Files

List the different options for detecting malware.
Explain how to send traffic for malware detection.
Configure a file filtering policy.

Integrate Forcepoint Engine with a Forcepoint Data Loss Prevention (DLP) system.

Module 9: Configuring Alerts and Notifications

Explain the alert escalation process in Forcepoint Secure SD-WAN.
Create an alert policy and alert chain to escalate an alert.

Module 10: Managing Users and Authentication

Identify supported directory servers and authentication methods.
Explain the browser-based user authentication mechanism.
Configure user authentication.

Differentiate between user authentication and user identification.
Explain the difference between the Forcepoint UID and ECA.
Configure user behavior monitoring.

Module 11: Configuring the SSL VPN Portal

List Engine Mobile VPN Access options.

Describe the SSL VPN Portal and the URL Rewrite translation method.

Configure an SSL VPN Portal.

Module 12: Configuring SD-WAN

Define the terms used by the Forcepoint SD-WAN feature.

Explain how site-to-site SD-WANs work.

Describe Full Mesh, Star, and Hub site-to-site SD-WAN topologies.
List the SD-WAN features that Forcepoint Engine supports.
Configure a policy-based SD-WAN

Describe how route-based SD-WANs work.

Module 13: Analyzing Logs

Describe the log entry types available in Forcepoint Secure SD-WAN.
Use the Management Client interface to interpret and analyze logs.
Configure and manage logs.

Create permanent filters.

Analyze how pruning filters affect log data.

Configure the log server to forward logs to third-party SIEM systems.

Describe the methods available for managing the space consumed by log data.

Module 14: Utilizing Policy Tools

Describe the benefits of Policy Snapshots.
Search rules in a Secure SD-WAN policy.
Analyze policy structure and apply tools to optimize access rules.

Module 15: Monitoring Activity and Generating Reports

Monitor the system and Engine activity.

Describe the use of overviews in the SMC user interface.
Configure and generate reports.

Monitor Application Health.
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Module 16: Introducing Troubleshooting Tools and Techniques

Explain the troubleshooting process.

Use the SMC for troubleshooting.

Explain how to collect diagnostics for Technical Support.
Resolve common SMC issues.

Explain how Engine packet processing works.

Module 17: Installing a Single Engine

Describe Engine deployment options.

List features specific to single Engines.

Configure a single Engine in the SMC.

Configure an Engine for initial contact with the SMC.

Establish the trust between SMC and a newly installed Engine.

Test and Certification

This course prepares you for the Forcepoint Secure SD-WAN Administrator certification. One exam attempt is included in the price
of the course, but the execution of the exam is not accomplished during the course. A minimum score of 80% on the multiple-choice
online exam is required to pass.

Session Dates

On request. Please Contact Us

Additional Information

This training is also available as onsite training. Please contact us to find out more.
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