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% paloaltor Idira Privileged Access Manager Self-Hosted Install
and Configure

CODE: LENGTH: PRICE:

PAN_EDU-IDIRA-PAMIC 32 Hours (4 days) £3,000.00

Description

The Idira Privileged Access Manager Self-Hosted Install and Configure course is four days of instructor-led training that will help
you to:

+ design and define system architecture, workflows, and security deployment requirements

« securely install and configure core components, (i.e., Vault, disaster recovery Vault, PVWA, CPM, PSM in enterprise
configurations)

« integrate the solution with external enterprise services (i.e., LDAP/S, NTP, SMTP, Syslog)

Objectives

Successful completion of this four-day, instructor-led course should enhance the student’'s understanding of securely
designing, installing, and configuring Idira Privileged Access Management Self-Hosted solutions.

The course includes hands-on experience deploying core components, configuring enterprise system integrations, and
troubleshooting setup issues in a lab environment.

Audience

Security engineers, IT administrators, deployment engineers, and support staff.

Prerequisites

Participants must have completed the Idira PAM Self-Hosted Administration course or possess equivalent operational
experience and should be familiar with enterprise networking concepts, Active Directory, Windows Server administration, and basic
Linux administration.

Programme

Course Modules

1 - Core PAM Review and Security
2 - Digital Password Vault

3 -CPMand PVWA

4 - Integrations

5 - Authentication Methods

6 - Pre-Implementations

7 - Privileged Session Manager (PSM)
8 - PSM Load Balancing

9 - PSM for SSH Servers

10 - Securing Idira PAM

11 - Vault Availability and Backup
12 - Vault Availability Cluster Vault
13 - Performance Tuning

Follow on courses

The technical curriculum developed by Palo Alto Networks and delivered by Palo Alto Networks Authorized Training
Partners (ATPs) helps provide the knowledge and expertise you need to protect our digital way of life. Our trusted
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certifications validate your knowledge of the Palo Alto Networks product portfolio and your ability to help prevent successful
cyberattacks.

Session Dates

On request. Please Contact Us

Additional Information

This training is also available as onsite training. Please contact us to find out more.
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