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QRadar UBA: Detecting Insider Threats (v7.5)

CODE: DUREE: PRIX H.T.:
BQ610XG 4 Hours €630.00
Description

Learn how to detect insider threats triggered by anomalous or malicious user behavior. Get ready to install, configure, and tune IBM
Security€ QRadar UBA and the Machine Learning app. Improve your skill to investigate user behavior with UBA and expand your
threat detection capabilities across your network with the QRadar€ Advisor with Watson€ app.

Objectifs

Analyze UBA concepts, such as the senseValue variable, risk scores, and the IBM Sense DSM.
Identify how QRadar rules are connected to UBA and how user information is imported into the app.
Install and configure the app, as well as the User Import tool and the the Machine Learning app.
Tune UBA settings to improve the applications behavior and performance.

Analyze how UBA can help you detect and investigate insider threats.

Analyze how to use the UBA Dashboard.

Investigate how to detect malicious user behavior.

Audience

Security Analyst

Programme
Unit 1: Architecture and OverviewUnit 2; Setup

Installation

Configuration

User Import

Machine Learning configuration

Unit 3: TuningUnit 4: An overview to detecting and investigating insider threatsUnit 5: Student exercise

Dates de session

Date Lieu Time Zone Langue Type Garanti PRIXH.T.

22 Nov 2024 English Self Paced Training €630.00

Informations
Complémentaires

Cette formation est également disponible sous forme de formation sur site. Veuillez nous contacter pour en savoir plus.
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