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Description

In this course, you will learn how to use the FortiClient EMS features, provision FortiClient endpoints, integrate the FortiClient EMS
Security Fabric, and deploy and configure the zero trust network access (ZTNA) agent and endpoint security features. Learning
these product fundamentals provides you with a solid understanding of how to deploy, manage, and maintain endpoint security
using FortiClient EMS.

Product Versions

FortiClient EMS 7.4.0
FortiClient 7.4.0
FortiOS 7.6
FortiAnalyzer 7.6.0

Objectives

After completing this course, you will be able to:

e Understand the purpose of FortiClient EMS and identify FortiClient EMS components
e Understand FortiClient EMS administration
¢ |dentify and explore FortiClient editions
e Understand FortiClient installation
¢ |dentify FortiClient features and settings
e Provision and deploy FortiClient using FortiClient EMS
e Explore different deployment methods and types
¢ Understand and configure endpoint policies and profiles
e Understand the use of the ZTNA
e Configure and deploy FortiClient ZTNA solution
e Understand compliance verification rules and manage tags
e Explore diagnostic tools and troubleshooting of FortiClient and FortiClient EMS
e Understand FortiClient Cloud requirements and administration
e Understand FortiCloud endpoint deployment and management
Audience

IT and security professionals involved in the management, configuration, and administration of FortiClient EMS endpoints used to
secure devices for their organizations should attend this course.
Participants should have a thorough understanding of endpoint solutions.

Prerequisites

A basic understanding of endpoint protection solutions.

Programme

1. Fortinet Endpoint Security
2. System Administration
3. FortiClient Deployment

Page 2 of 3



Provisioning

Advanced Profile Configuration
ZTNA

ZTNA Deployment

Security Incident Response
Troubleshooting

FortiClient Cloud
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Test and Certification

This course is intended to help you prepare for the Fortinet NSE 6 - FortiClient EMS Administrator exam. This exam is part of the
FCSS SASE cetrtification track.

Session Dates

Pa begaran, kontakta oss

Ytterligare information

Denna utbildning finns ocksa som utbildning pa plats. Kontakta oss for mer information.
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