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IBM Security zSecure RACF and SMF Auditing

CODE:

DURÉE:

PRIX H.T.:

TK243G

2 Jours

€1,400.00

Description
This course describes audit concerns that IBM® Security zSecure™ Audit reports. The course explains auditing your RACF®
database and z/OS subsystems such as CICS, IMS, and DB2. You can measure your security and z/OS system settings against the
security requirements of a selected policy level. Also, you learn about an Access Monitor data set containing historic RACF access
decisions statistics. This information is used to find profiles, permissions, or connections that are unused and can be removed from
the RACF database. Furthermore, you learn reviewing the general SMF and RACF audit settings. This course explains how to use
and interpret predefined SMF reports, and how to create customized SMF reports. Finally, the Library and sequential data set status
and change analysis functions are explained.

Objectifs
Describe and explain the flow of a security call from z/OS and resource Managers to RACF
Perform user ID and password audit analysis
Audit sensitive user IDs and z/OS resources and create audit reports about who can define RACF profiles
Create audit reports for the CICS, IMS, and DB2 subsystems
Review the system-wide Audit settings, select and process predefined SMF reports, and define custom SMF reports
Utilize the Access Monitor reports to clean up the RACF database
Audit changes to system-sensitive libraries and sequential data sets

Audience
This training is targeted for RACF security administrators and auditors who are responsible for administering RACF, generating
audit reports, and auditing RACF and z/OS security. RACF and z/OS compliance officers also benefit from attending this training.

Prérequis
Before taking this course, make sure that you have the following skills:
Basic knowledge of, and experience with, the z/OS platform, RACF, and zSecure
The ability to log on to TSO and use ISPF panels
If applicable, you can achieve these skills by attending one or more of the following courses:
IBM Security zSecure Admin Basic Administration and Reporting TK263
Basics of z/OS RACF Administration ES19G
Effective RACF Administration BE87G

Programme
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Unit 1: Introduction to RACF auditing
Unit 2: Auditing user IDs and passwords
Unit 3: Auditing sensitive resources
Unit 4: Auditing subsystems
Unit 5: Auditing SMF
Unit 6: Using Access Monitor and RACF-Offline
Unit 7: Analyzing libraries and sequential data sets

Informations supplémentaires
Prior to enrolling, IBM Employees must follow their Division/Department processes to obtain approval to attend this public training
class. Failure to follow Division/Department approval processes may result in the IBM Employee being personally responsible for
the class charges.
GBS practitioners that use the EViTA system for requesting external training should use that same process for this course. Go to the
EViTA site to start this process: http://w3.ibm.com/services/gbs/evita/BCSVTEnrl.nsf
Once you enroll in a GTP class, you will receive a confirmation letter that should show: The current GTP list price
The 20% discounted price available to IBMers. This is the price you will be invoiced for the class.

Dates de session
Sur demande. Merci de nous contacter

Informations
Complémentaires
Cette formation est également disponible sous forme de formation sur site. Veuillez nous contacter pour en savoir plus.
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