Enterprise Computing Solutions - Education Services

TRAINING OFFERING

Sie erreichen uns unter
Arrow ECS GmbH, Elsenheimerstralle 1, 80687 Minchen

Email: training.ecs.de@arrow.com
Phone: +49 (0)89 930 99 168



VIMWalre vVvMware Carbon Black App Control Advanced
bvBroadeom — Administrator

CODE: LANGE: PREIS:

VMW_VCBACAA  8Hours (1day)  €750.00

Description

This one-day course teaches you how to configure and scope the rules within VMware Carbon Black® App ControlTM product to
maintain the system according to your organization’s security posture and organizational policies. Additionally, this course covers
troubleshooting both the server and the agent for Carbon Black App Control and how to identify issues that impact normal
operations. This course provides an in-depth, technical understanding of the Carbon Black App Control product through
comprehensive coursework and hands-on scenario-based labs.

Lernziel
By the end of the course, you should be able to meet the following objectives:

Manage and configure the Carbon Black App Control sever based on organizational requirements
Implement rules to support business processes and automatic approvals

Identify scenarios and use cases for Custom rules and Event rules

Describe common troubleshooting scenarios for the Carbon Black App Control server

Describe common troubleshooting scenarios for the Carbon Black App Control Windows agent

Zielgruppe

System administrators and security operations personnel, including analysts and managers.

Voraussetzungen
This course requires completion of one following course:

e VMware Carbon Black App Control Administrator

Inhalt
Course Introduction

¢ [ntroductions and course logistics
e Course objectives

Custom Rules Basics

e Execute / Write action rules
e Precedence
e Paths

Custom Rules Best Practices

e Rule Triad
e Rule multiplication

Rule Types
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e Custom rule type overview
Optimizing Custom Rules

e Evaluating events
Event Rules

e Creating and editing
e Testing before implementing

Troubleshooting Considerations

e Server versus agent issues
Server Capabilities

¢ Tools, logs, common issues, scenarios
Agent Capabilities

* Tools, logs, common issues, scenarios

Weitere Informationen

e Dieses Training wird direkt vom/beim Hersteller durchgefiihrt.
e Dieser Kurs ist nicht rabatt- und pramienprogrammfahig !

Kurstermine

Auf Anfrage. Bitte kontaktieren Sie uns

Zusatzliche Information

Diese Schulung ist auch als Vor-Ort-Schulung verfligbar. Bitte kontaktieren Sie uns, um mehr zu erfahren.
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