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Secure DNS Configuration & Administration (SDCA)
Super Course

CODE:

INB_SDCA

 LENGTH:

40 Hours (5 days)

 PRICE:

Request Price

Description

Establish baseline knowledge of the Infoblox Grid and the DNS protocol in preparation for implementing Infoblox Secure DNS
products.  
Learn how to secure your DNS infrastructure and protect your network from malicious attacks with Infoblox Secure DNS capabilities
including DNSSEC zone signing and validation and on-premise DNS Firewall with Active Trust feeds, TIDE, Dossier, Advanced
DNS Protection, and Threat Insight.  
Discover how to leverage the Infoblox Reporting & Analytics module to gain greater visibility into your DNS security activities and
threats. 

Objectives

Accreditation: Secure DNS Configuration & Administration accreditation exam (on-line, open-book) 

Audience

This is a comprehensive course for team members responsible for implementation, administration, operations, or maintenance of
the Infoblox Secure DNS products. 

Prerequisites

Attendees should have a basic understanding of DNS. Users who have attended Infoblox Core DDI configuration training can
choose to attend days 3-5 only. 

Programme

Day 1

Grid Set-up & Admin
The Infoblox Grid 
Setting up the Grid 
Managing Grid Members 
High Availability 
Reporting 
Infoblox Admin Overview

Day 2

Infoblox Admin Overview (cont.)
DNS Overview
DNS Service
DNS Zones
DNS Resource Records
DNS Troubleshooting  
DNS Anycast

Day 3

DNSSEC
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DNS Firewall Overview
Configuring Active Trust Feeds  
Configuring Local RPZs and Rules
Dashboards & Reporting
Threat research with TIDE and Dossier 

Day 4

Threat Insight Overview  
Configure Threat Insight Analytics  
Custom Whitelists
Review Security  
Reports/Dashboards
Review New Threat RPZ Entries

Day 5

ADP Overview
ADP Architecture
Configuring ADP  
Attack Overview
Attack Simulation
Blacklists & Whitelists
Building Reports
Identifying Attacks
Updating Profiles, Rules and Rulesets 

 

Follow on courses

Please contact us training.ecs.it@arrow.com

Test and Certification

Online assessment is provided at the end of the training.

Further Information

For any other information please contact training.ecs.it@arrow.com putting your contacts. You will be called back ASAP

Session Dates

Su richiesta. Contattaci al n.ro +39 0471 099134 oppure via mail a training.ecs.it@arrow.com

Informazioni aggiuntive

Questa formazione è disponibile anche come formazione in loco. Per favore, contattaci per saperne di più. 

https://edu.arrow.com/it/contattaci/?courseCode=INB_SDCA&courseName=Secure+DNS+Configuration+%26+Administration+(SDCA)+Super+Course+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++



