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Enterprise Computing Solutions - Education Services

NABÍDKA ŠKOLENÍ

Prosím kontaktujte nás zde

Arrow ECS, a.s., 28. října 3390/111a, 702 00 Ostrava

Email: training.ecs.cz@arrow.com
Phone: +420 597 488 811
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Check Point Web Hacking (HackingPoint)

Kód:

CKT_HPWH

 DÉLKA:

16 Hours (2 DENNÍ)

 CENA:

Kč bez DPH 54,000.00

Description

Školení je vedeno v anglickém jazyce zahraničním lektorem formou virtuální školení.
Cena školení je 2500 USD bez DPH - tato cena bude při fakturaci přepočtena aktuálním kurzem.
This is an entry level web application security testing course and is a pre-requisite for the Advanced Web Hacking course. Tools
and techniques will be taught in the 2-day course. If you would like to step into the world of ethical hacking / penetration testing with
a focus on web applications, then this is the class for you.

Cíle

• Practical focus
• Learn how web application security flaws are found
• Discover leading industry standards and approaches
• Use this foundation to enhance your knowledge
• Prepare for more advanced web application topics

Určeno pro

• System administrators
• Web developers
• SOC analysts
• Penetration testers
• Network engineers
• Security enthusiasts
• Anyone who wants to take their skills to the next level

Vstupní znalosti

• Laptop with Windows Operating System installed (either natively or running in a VM)
• Administrative access to perform tasks such as installing software, disabling antivirus etc..
• Ethernet/wired network for this class (Or supported adapter).

Program

Day 1
Information gathering, profiling and cross-site scripting
• Understand HTTP protocol
• Identify the attack surface
• Username enumeration
• Information disclosure
• Issues with SSL / TLS
• Cross-site scripting
• Cross-site request forgery  

Day 2
Injection, flaws, files and hacks
• SQL injection
• XXE attacks
• OS code injection
• Local / remote file include?
• Cryptographic weakness
• Business logic flaws
• Insecure file uploads

Termíny školení

Termíny školení na vyžádání, kontaktujte nás prosím

https://edu.arrow.com/cz/kontaktujte-nas/?courseCode=CKT_HPWH&courseName=Check+Point+Web+Hacking+(HackingPoint)
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Dodatečné informace

Školení je možné zajistit na míru. Kontaktujte nás pro bližší informace. 




