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FortiGate Infrastructure

Kod:

FNT_SEII

 Czas trwania:

16 Hours (2 days)

 Cena netto:

zł7,100.00

Description

In this two-day course, candidates will learn how to use advanced FortiGate networking and security features.

Topics include features commonly applied in complex or larger enterprise or MSSP networks, such as advanced routing, transparent mode, redundant
infrastructure, site-to-site IPsec VPN, SSO, web proxy, and diagnostics.

Cel szkolenia

After completing these courses, candidates will be able to:·       Deploy the appropriate operation mode for your network

·       Use the GUI and CLI for administration ·       Identify the characteristics of the Fortinet security fabric

·       Control network access to configured networks using firewall policies ·       Apply port forwarding, source NAT, and destination NAT

·       Authenticate users using firewall policies ·       Understand encryption functions and certificates

·       Inspect SSL/TLS-secured traffic to prevent encryption used to bypass security policies

·       Configure security profiles to neutralize threats and misuse, including viruses, torrents, and inappropriate websites

·       Apply application control techniques to monitor and control network applications that might use standard or non-standard protocols and ports

·       Fight hacking and denial of service (DoS)

·       Defend against data leaks by identifying files with sensitive data, and block them from leaving your private network

·       Offer an SSL VPN for secure access to your private network ·       Implement a dialup IPsec VPN tunnel between FortiGate and FortiClient

·       Collect and interpret log entries

Uczestnicy

Who Should Attend

Networking and security professionals involved in the management, configuration, administration, and monitoring of FortiGate devices used to secure their
organizations' networks.

Candidates who plan to attend the FortiGate Infrastructure course should first have a thorough understanding of all the topics covered in the FortiGate Security.

__Prerequisites:

•Knowledge of OSI layers

•Knowledge of firewalling concepts in an IPv4 network

•Knowledge of the fundamentals of FortiGate, as presented in the FortiGate Security course

Program szkolenia

Agenda1.       Routing 2.       Software-Defined WAN (SD-WAN) 3.       Virtual Domains 4.       Layer 2 Switching 5.       Site-to-Site IPsec VPN

6.       Fortinet Single Sign-On (FSSO) 7.       High Availability (HA) 8.       Web Proxy 9.       Diagnostics

Terminy

Na żądanie. Prosimy o kontakt

https://edu.arrow.com/pl/skontaktuj-sie-z-nami/?courseCode=FNT_SEII&courseName=FortiGate+Infrastructure
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Dodatkowe informacje

Jeśli interesują Cię inne szkolenia tego producenta - skontaktuj się z nami. 




